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IPv4 exhaustion 4 294 967 296

+ 32 bitars ger sa har manga IPv4 adresser

+ Som har tagit slut men ar fortfarande i bruk tack vare NAT

4+ NAT tillater ndtverksenheter anvanda privata IPv4 adresser ....
+ Internet atkomst via en eller nagra publika adresser.

+ Internet utstracker sig idag till rymden.

+ IPv6 ar den enda l6sning!

10.0.0.0 — 10.255.255.255
172.16.0.0 — 172.31.255.255 NA I

192.168.N. " - 192.168.255.255

2020-09-22 Gonzalo Rivera ©



NAT koncept — Privata och publika IPv4 adresser

+ NAT inkluderar fyra typer av adresser:
+ Inside - adressen som oOversatts av NAT

4+ Outside - destinationsadressen — — oA oA
* LOC&/ _ adl‘essen |nut| Inside Local Outside Local Inside Global Outside Global
. 192.168.10.10 209.165.201.1 i 209.165.200.226 209.165.201.1
+ Global — adressen utanfdr . i 1 ~
INSIDE : GUTSIDE\
|
|
|

SA 209.165.200.226
* Inside Network (-/ a
() \

192.168.10.10
Inside Address

Local Addresses Global Addresses

Outside Address
-

DA ShA
Inside Local Outside Local

I
I

I

I

I

I

I

: 209.165.201.1
I

| DA ShA

: Inside Global Outside Global
I

I

192.168.10.10 209.165.201.1 209.165.200.226 209.165.201.1

2020-09-22 Gonzalo Rivera © 4



NAT koncept — Privata och publika IPv4 adresser

+ Lokal perspektiv inside local adress 10.8.8.1

+ Extern perspektiv outside local adress 192.168.5.1
+ Lokal perspektiv inside global adress 200.5.5.1

+ Extern perspektiv outside global adress 10.8.8.1

OUTSIDE

200.5.5.2 < 192.168.5.1 '
————— .‘.. I —— —— i — ——.—
Global

INSIDE

WWWwW

2020-09-22 Gonzalo Rivera ©



NAT koncept — Privata och publika IPv4 adresser

T

Host A
10.10.10.10/24

&S

10.0.0.0 — 10.255.255.255
172.16.0.0 — 172.31.255.255

192.168.0.0 — 192.168.255.255

BT

WWW.CISCO.com
72.163.2.185

72.163.2.185
172.217.20.35

www.google.se
172.217.20.35

2020-09-22
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NAT koncept - Begrepp

WWW.CISCO.com
72.163.2.185

Host A
10.10.10.10/24

Fa0/0

&S

10.10.10.1/24  65.122.12.5/24

Host A cisco.com
10.10.10.10 72.163.2.185
INSIDE LOCAL OUTSIDE GLOBAL cisco.com
72.163.2.185

INSIDE GLOBAL OUTSIDE GLOBAL

www.google.se
172.217.20.35

2020-09-22 Gonzalo Rivera ©



NAT koncept - Begrepp

LO GAL GLOAL WWW.CiSCO.com

72.163.2.185

Host A Host A cisco.com
10.10.10.10/24 65.122.12.5 72.163.2.185

&S

Fa0/0

10.10.10.1/24  65.122.12.5/24

cisco.com
72.163.2.185

INSIDE LOCAL OUTSIDE GLOBAL

www.google.se
172.217.20.35

INSIDE GLOBAL OUTSIDE GLOBAL

2020-09-22 Gonzalo Rivera ©



Typer av NAT

NAT @ PAT STATIC gDYNAMIC

STATIC DYNAMIC
NAT NAT

PAT PAT

Gonzalo Rivera ©
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STATISK NAT

+ Statisk NAT kraver manuellt konfiguration, en-till-en

+ Samma antal IP-adresser p§ bdda sidor, lokala och globala.
+ 192.168.10.10 associeras till 209.165.200.226

+ 192.168.10.11 associeras till 209.165.200.227

+ 192.168.10.12 associeras till 209.165.200.228

+ PC4 kan komma at servern Svrl via den publika IPv4: 209.165.200.226

Inside

192.168.10.10

5

192.168.10.11

-

-
192.168.10.12

Outzside

PC4> ssh 209.165.200.226

Static NAT Translation
209.165.200.226 b )
_s nternet

209.165.200.227

209.165.200.228

2020-09-22 Gonzalo Rivera ©



STATISK NAT

+ Syntaxen for statisk NAT inside konfiguration

+ Router(config)# ip nat inside source static <local IP> <global IP>
+ Syntaxen for statisk NAT outside konfiguration

+ Router(config)# ip nat outside source static <local IP> <global IP>

Inside Outzside

PC4= ssh 209.165.200.226
Swrl -
Static NAT Translation
192.168.10.10 -
Internet

=

192.168.10.11

-

192.168.10.12

2020-09-22 Gonzalo Rivera ©



STATISK NAT

1. Associera inside /ocal och inside global adresser

2. Konfigurera interfacet antingen som inside eller outside.

+ Router(config)# hostname R2

+ R2(config)# ip nat inside source static 192.168.10.254 209.165.201.5
+ R2(config)# interface S0/0/0

+ R2(config-if)# ip address 192.168.1.2 255.255.255.252

+ R2(config-if)# ip nat inside
+ R2(config-if)# exit

+ R2(config)# interface s0/1/0
+ R2(config-if)# ip nat outside
+ R2(config-if)# end

Inside Network I Outside Metwork

-,

Client
209.165.200.254
http:/f209.165.201.5

F.
I

Web Server

Static NAT Translation

192.168.10.254

2020-09-22 Gonzalo Rivera ©



STATISK NAT

+ Lokala servrar i ett natverk ska nas fran externa natverk.

Inside - 10.2.2.9/24 )

| | DST 73.8.2.33:80
110.2.2.33 , 1 73.8.2.33 = -

> §§3—=’i
=
Static NAT: - - 54.4.5.9
10.2.2.33 <> 73.8.2.33

2020-09-22 Gonzalo Rivera © 14



STATISK NAT konfiguration

4+ Steg 1: Definiera statisk adressdversattning mellan inside local och global
+ Steg 2: Identifiera och konfigurera inside natverk.
+ Steg 3: Identifiera och konfigurera outside natverk.

Inside - 10.2.2.8/24 )

SRC 54.4.5.9 :7772
DST 10.2.2.33:80

: 73.8.2.33
Faol0 (@S

N
Static NAT:
10.2.2.33 <> 73.8.2.33

SRC 54.4.5.9 :7772
DST 73.8.2.33:80

~

| 10.2.2.33

2020-09-22 Gonzalo Rivera ©



STATISK NAT konfiguration

+ R1(config)# ip nat inside source static 10.2.2.33 73.8.2.33
4+ R1(config)# interface fa0/0

+ R1(config-if)# ip nat inside

+ R1(config-if)# interface faO/1

+ R1(config-if)# ip nat outside

+ R1# show ip nat translations

+ R1# clear ip nat translations

Inside - 10.2.2.8/24 )

SRC 54.4.5.9 :7772
DST 10.2.2.33:80

&,} Fa0/0

Fa0/1

SRC 54.4.5.9 :7772
DST 73.8.2.33: 80

&

| 10.2.2.33

73.8.2.38

=%

Static NAT: 31255§7

.2.33:80 L 5035 s g SRC 73.8.2.33:80
.9 : ] 105202493 =E T.0:2:30 [bsr 54.4.5.9 :7772 ]

54.4.5.9

2020-09-22 Gonzalo Rivera ©



STATISK NAT konfiguration

+ R1(config)#ip nat inside source static 10.0.0.10 50.0.0.10
+ R1(config)#ip nat inside source static 10.0.0.20 50.0.0.20
+ R1(config)#ip nat inside source static 10.0.0.30 50.0.0.30
+ R1(config)#int fa0/0

+ R1(config-if)#ip nat inside w  oceso0m
+ R1(config-if)#exit S

* Ri(config) #int s0/0/0 s

+ R1(config-if)#ip nat outside I 100008

+ R1(config)#ip route 200.0.0.0 255.255.2 100.0.0.2
+ R1(config)#end A= "“7'(

+ R1# A

=
5 R2
—
1 [ - ‘
100.0.0.0/30 fag;gl
182 168.1.10 —= 200.0.0.10 ‘

192.168.1.0/24
10

2020-09-22 Gonzalo Rivera ©



STATISK NAT konfiguration

+ R2(config)#ip nat inside source static 192.168.1.10 200.0.0.10
+ R2(config)#int fa0/0

+ R2(config-if)#ip nat inside

+ R2(config-if)#exit

+ R2(config)#int s0/0/0 Ry OcESOOC 000 g,
+ R2(config-if)#ip nat outside »l? faﬁi
+ R2(config-if)#exit 1333?3; 500020

+ R2(config)#ip route 50.0.0.0 255.255.255.0 100.0.¢.1"" feIes 0 2R ‘

+ R2(config)#end

£ R2# Q——W E—

\

QD

192.168.1.0/24

2020-09-22 Gonzalo Rivera ©
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DYNAMISK NAT

+ Dynamisk NAT kraver en pool med interna globala IP-adresser.
+ PC3 192.168.10.12 tilldelas den inside global 209.165.200.226.
+ Poolen ska vara tillganglig for alla interna natverksenheter.

+ Om alla adresser i poolen har anvants maste natverksenheterna vanta pa
en tillganglig adress.

Inside Outzside

Dynamic MAT Translation
S'I.Ir-l i_

192.168.10.10 nternet )
g,_i IPv4 NAT Pool WL

192.168.10.11 Inside Local --= Inside Global

L 192.168.10.12 -> 209.165.200.226
Aovailable 209.165.200.227

= Moyailable 209.165.200.228
192.168.10.12 Moyailable 209.165.200.229
— Moyailable 209.165.200-2306

2020-09-22 Gonzalo Rivera ©
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DYNAMISK NAT

+ Flera host samsas att anvdnda ett antal IPv4 publik adresser, tre at ganger.
+ + dubbelriktad natur

+ + tillater protokoll starta en sekundéar anslutning exempelvis FTP:

+ FTP-klient startar en anslutning via port 21 TCP (kontroll)

+ Server kraver starta en sekundar anslutning via port 20 TCP (data)

B

\ N “n
( )__ /e

| DLp

& X D
(SRC 10.7.7.71:1111 IBBIGE = 19770/ %)) [SRC 54.5.4.1:1111 86.8.
| |57 86.8.6.6 :443 ‘ D57 86.8.6.6:443 g
n 7-1 - Dynamic NAT: / o ~
§ . 10.7.7.0/24 will share: -
E o B g & 54.5.4.1 through 54.5.4.3 SRC 54.5.4.2: .8
3~ .8.6.7 : < @ DST .8.6.7:
§ - - / )
|  Router’s Translation Table -8
3 243 10.7.7.71:1111 < 54.5.4.1:1111
§ : E 10.7.7.72:2222 +— 54.5.4.2:2222
} : 10.7.7.73:3333 «— 54.5.4.3:3333
| SRC 10.7.7.74:4444 < 10.7.7.74:4444 -3 no IP available -8
g 057 86.8.6.9 :443 y ;
LD Jo = o\
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DYNAMISK NAT

+ Steg 1: Definiera en pool med IPv4 publika adresser som ska anvandas.
+ Steg 2: Skapa och konfigurera en ACL som identifierar NAT-klienter.

+ Steg 3: Binda ihop ACL till pool med IPv4 publika adresser.

+ Steg 4: Identifiera och konfigurera inside natverk.

+ Steg 5: Identifiera och konfigurera outside natverk.

A '
< | v

(SRC 10.7.7.71:1111 A081AE = 19,707 28) [snc 54.5.4.1:1111 86.
@ (057 86.8.6.6 :443 ~ D57 86.8.6.6:443 i
7-1 = Dynamic NAT: | I o =

)

10.7.7.0/24 will share:
54.5.4,1 through 54.5.4.3

| Router’s Translation Table
'10.7.7.71:1111 «—» 54.5.4.1:1111
10.7.7.72:2222 <+ 54.5.4.2:2222
'10.7.7.73:3333 «—» 54.5.4.3:3333
~10.7.7.74:4444 -3 no IP available

U\
O
€ oo

<

:Gi;L;:

O
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DYNAMISK NAT

4+ Pool NAT-DIGINTO skapas:

+ R2(config)# ip nat pool NAT-DIGINTO 209.165.200.226 209.165.200.240
netmask 255.255.255.224

+ En access-list adressoversattningar for 192.168.0.0/16 skapas:
+ R2(config)# access-list 1 permit 192.168.0.0 0.0.255.255

+ NAT pool och acces list associeras:

+ R2(config)# ip nat inside source list 1 pool NAT-DIGINTO

192.168.10.0/24

Inside Network Outside Metwork

Server

S0/0/0 s0/170 )_i
Internet
H.

209.165.200.254

.
192.168.10.10

1

1

2 Dynamic MAT I
192.168.11.10 il

192.168.11.0/24 |

2020-09-22 Gonzalo Rivera ©



DYNAMISK NAT

+ NAT tillampas péa interfacen:
4+ R2(config)# interface S0/0/0
+ R2(config-if)# ip nat inside
+ R2(config-if)# exit

+ R2(config)# interface s0/1/0
+ R2(config-if)# ip nat outside
+ R2(config-if)# end

192.168.10.0/24

Inside Network Outside Metwork

Server

: Internet

209.165.200.254

.
192.168.10.10

|
|
Dynamic NAT |
|

r
192.168.11.10
192.168.11.0/24

e

.

2020-09-22
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DYNAMISK NAT

+ FelsOknings kommando:

+ R2# show ip nat translations

+ R2# show ip nat translations verbose

+ R2# show ip nat statistics

+ R2# clear ip nat statistics

+ R2# show running-config

+ R2# show running-config interfaces <s0/0/0>

192.168.10.0/24

Inside Network Outside Metwork

Server

S0/0/0 20/1/0 )_i
Internet
H.

1
209.165.200.254

.
192.168.10.10

r
192.168.11.10 i

|
Dynamic NAT |
192.168.11.0/24 |

2020-09-22 Gonzalo Rivera ©
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Port Address Translation — PAT

+ Port Address Translation associerar flera privata IPv4-adresser till en enda
publik IPv4-adress eller till nagra publika IP-adresser.

+ PAT ar kand aven som NAT overload

+ PAT associerar interna privata IPv4 adresser med publika genom att
anvanda portnummer.

Inside Qutside

>

SA DA

. T SR
1921631010 | 192.168.10.10:1555 | 209.165.201.1:80
'1( Internet
SA DA

192.168.10.11:1331 |209.165.201.129:20

g SI.Ir2'

192.168.10.11

209.165.202.129

2020-09-22 Gonzalo Rivera ©



Port Address Translation — PAT

+ PC1 och PC2 vill komma at webb-servrar Svrl och Svr2.

+ PC1 identifieras med IPv4 adress 192.168.10.10 och portnummer 1555

+ PC2 identifieras med IPv4 adress 192.168.10.11 och portnummer 1331

+ PC1 har paket med destination 209.165.201.1 och portnummer 80 (HTTP)

+ PC2 har paket med destination 209.165.201.129 och portnummer 80 (HTTP)

Inside Qutside

>

SA DA

. T SR
1921631010 | 192.168.10.10:1555 | 209.165.201.1:80
'1( Internet
SA DA

192.168.10.11:1331 |209.165.201.129:20

s SI.Ir2'

192.168.10.11 209.165.202.129

2020-09-22 Gonzalo Rivera ©



Port Address Translation — PAT

+ Routern som &ar ocksa en NAT server dversatter adresserna:

+ PC1 - 192.168.10.10 oversatts till 209.165.200.226 och samma
portnummer 1555

+ PC2 - 192.168.10.11 oversatts till 209.165.200.226 och samma
portnummer 1331

+ PC1 och PC2 destination-adresser andras inte

Inside Qutside

' oot

192.168.10.10 209.165.200.226:1555 | 209.165.201.1:80 .

SA DA ,)

209.165.200.226:13321 | 209.165.202.129:80

192.168.10.11

2020-09-22 Gonzalo Rivera ©



STATISK PAT

+ Flera fall, men alla andrar TCP- eller UDP-porten nar ett paket ror sig genom en router
eller brandvagg.

+ Ett specifikt fall &r att anvanda en enda publik IP-adress for flera tjanster pa flera olika
interna servrar.

+ Adressdversattning ar explicit definierad (IP-adress och Port-nummer).

+ Detta &r i kontrast till en statisk NAT som bara later dig anvénda en enda publik IP-
adress for flera tjdnster pa en och samma server.

+ PAT &r ocksa kadnd som Port Forwarding

" Inside - 10.4.4.8/24 )

SRC 45.5.4.8 :9999]
DST 10.4.4.42:443 S+atic PAT:

{SRC  45.5.4.8 :9999] 45.5.4.8
DaT 738244443 P

2020-09-22 Gonzalo Rivera ©



STATISK PAT

+ Steg 1: Definiera statisk adressdversattning mellan varje inside local
associerad med specifik inside global.

+ Steg 2: Identifiera och konfigurera inside natverk.
+ Steg 3: Identifiera och konfigurera outside natverk.

m———
SRC 54.4.5.7 :7777

DST 73.8.2.44:80 )

SRC 45.5.4.8 :9999]

SRC 45.5.4.8 :9999| 45.5.4.8
D57 73.8.2.44:443 ___a

‘ 10.4.4.42:443 / S+atic PAT: o ;
s ) 10.4.4.41:8080 <> 73.8.2.44:80 Fasigg ﬂ
10.4.4.42 10.4.4.42:443 <> 73.8.2.44:443

2020-09-22 Gonzalo Rivera © a1



STATISK PAT konfiguration

+ R1(config)# ip nat inside source static tcp 10.4.4.41 80 73.8.2.44 80

+ R1(config)# ip nat inside source static tcp 10.4.4.42 443 73.8.2.44 443
+ R1(config)# interface fa0/0

+ R1(config-if)# ip nat inside
+ R1(config-if)# interface s0/0/0
+ R1(config-if)# ip nat outside

| SRC 45.5.4.8 :9999]
- iJ DST 10.4.4.42:443 41

B SRC 54.4.5.7 :7777 ! (SRC  54.4.5.7 :7777} 54.4.5.7
. (“;J DST 10.4.4.41:8080 ; DST 73.8.2.44:80 =
10.4.4.41

2020-09-22
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DYNAMISK PAT

+ NAT-router avgor sjalv adressoéversattning (IP-adress och Port-nummer)

+ Dynamisk PAT anvdnds nér flera interna host far Internetatkomst via en enda publik
IPv4 adress.

+ En enkelriktat dversattning fran manga till en/en till manga.
+ Portnummer specificieras inte i konfigurationer, men de anvands i processer

+ Portnummer andras fran interna till andra externa.

SRC 10.6.6.61:2222 ‘ SRC 32.8.2.66:7777) 82.6.4.2
_ |\b5T 82.6.4.2 :443 Dynamic PAT: DST  82.6.4.2 :443 a
@)o = 10.6.6.0/24 ~—» 32.8.2.66 , = | N
10.6.6.61 ,W
[ng %322223333 L Router’s Translation Table [gfs\‘g gg

e 10.6.6.61:2222 <+ 32.8.2.66:7777
\ m e 1066623333‘—’3282668888
10.6.6.63:3333 < 32.8.2.66:9999

[\RC 32.8.2.66:9999

S +6.6.63:
B 29D abbar 8 D57 28.2.4.6 :80

o [DST 28.2.4.6 :80

2020-09-22 Gonzalo Rivera ©



DYNAMISK PAT konfiguration

+ Steg 1: Definiera en pool med IPv4 publika adresser som ska anvandas.
+ Steg 2: Skapa och konfigurera en ACL som identifierar NAT-klienter.

+ Steg 3: Binda ihop ACL till pool med IPv4 publika adresser och overload.
+ Steg 4: Identifiera och konfigurera inside natverk.

+ Steg 5: Identifiera och konfigurera outside natverk.

Inside - 10.6.6.8/24 "

[s‘Rc 32. 66:7777) 82.6.4.2
2

8.2. <G a:
Dynamic PAT: OST 82.6.4.2 :443 ~
10.6.6.0/24 ~—» 32.8.2,66 = |-

Router’s Translation Table W [gﬁg g%gz

©.6.6.61:2222 <+ 32.8.2.66:7777
©.6.6.62:3333 +—» 32.8.2.66:8888
9.6.6.63:3333 +—+ 32.8.2.66:9999

SRC 10.6.6.62:3333
D57 28.2.4.6 :80

@ 2 -

6
[

SRC 63: | SRC 32.8.2.66:9999
,\1; [osr %g g 2.23:3333 i [DST 28.2.4.6 :80
. G"
10.6.6.63

2020-09-22 Gonzalo Rivera ©



DYNAMISK PAT konfiguration

+ R1(config)#ip nat pool PUBDIG 32.8.2.66 32.8.2.66 netmask 255.255.255.0
+ R1(config)# ip access-list standard INSIDE-NET permit 10.6.6.0 0.0.0.255
+ R1(config)# ip nat inside source list INSIDE-NET pool PUBDIG overload

+ R1(config)# interface fa0/0 --------- - R1(config-if)# ip nat inside

+ R1(config-if)# interface s0/0/0 ----- - R1(config-if)# ip nat outside

Inside - 10.6.6.8/24 "

SRC 10.6.6.
DST 82.6.4.

[s;ec 32.8.2.
Dynamic PAT: OST  82.6.4.
10.6.6.0/24 32.8.2.66 i
10.6.6.61 = -

SRC  32.8.

SRC 10.6.6.62:3333 2 < 2.66:

[DST 28.2.4.6 :80 Router’s Translation Table [osr 28.2.4.6 :
0.6.6.61:2222 +— 32.8.2.66:7777
0.6.

ey BT 10.6.6.
g'g) T 10.6.6.62:3333 «—» 32.8.2.66:8888
10.6.6.

10.6.6.62 63:3333 o—o 32.8.2.66:9999 -
SR .6.6.63: SRC  32.8.2.66:9999
K;J e P
| nﬁ -
10.6.6.63
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DYNAMISK PAT konfiguration

+ R1(config)# ip nat inside source list 1 interface serial 0/0/0 overload
+ R1(config)# access-list 1 permit 10.6.6.0 0.0.0.255

+ R1(config)# interface fa0/0

+ R1(config-if)# ip nat inside

+ R1(config-if)# interface s0/0/0

+ R1(config-if)# ip nat outside

Inside - 10.6.6.8/24 "

SRC 10.6.6.61:2222) [SRC 32.8.2.66:7777) 82.6.4.2
_ \b5r 82.6.4.2 :443 Dynamic PAT: DST  82.6.4.2 :443 —
@ E=)® : 10.6.6.0/24 —» 32.8.2.66 : =
== -

1 10.6.6.61

€

SRC 10.6.6.62:3333 s [snc 32.8.2.66:8888
D57 28.2.4.6 :80 ) Router’s Translation Table |psr 28.2.4.6 :8e 28.2.4.6
s —50F] | |10.6.6.61:2222 «—> 32.8.2.66:7777 | -l
Q e 10.6.6.62:3333 < 32.8.2.66:8888
e 0:6.6:63:3333 +—» 32.8.2. — 5
3 SRC 32.8.2.66:9999
&/ [f,g? e 057 28.2.4.6 :80
\ q‘]
10.6.6.63
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Port Address Translation — PAT

+ Identifiera det interfacet som ska Oversdétta inside adresser.

+ R2(config)# ip nat inside source list 1 interface serial 0/1/0 overload
+ Konfigurera ACL 1 som ska tilldta adresséverséttningar for 192.168.0.0/16
+ R2(config)# access-list 1 permit 192.168.0.0 0.0.255.255
+ Tillampa adressbéverséattning:

+ R2(config)# interface S0/0/0

4+ R2(config-if)# ip nat inside

+ R2(config-if)# exit

4+ R2(config)# interface s0/1/0

+ R2(config-if)# ip nat outside e i 209.165.201.
4+ R2 (Con flg'l f) # end Inside Network | Outside Network

Svri
|

" S0/0/0 S0/1/0 )
Internet
73 225
| 209.165.200.224/27

|
192.168.11.10 | 209.165.202.129

Svr2
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DYNAMISK NAT

+ Internetdtkomst for ett antal lokala IPv4-host, via ett antal publika IPv4
adresser.

+ Ex: tva privata IPv4 adresser associerade till en publik IPv4 adress
+ + dubbelriktad natur
+ - temporar 10sning darmed inkonsekvent

[SRC 19.1.1.11:3333]

psT 82.6.4.2 :80 , SRC 73.8.2.66:6667
. -7 i DST 82.6.4.2 :80

;§i§zgjr g S g 82.6.4.2

-7 < | SRC 73.8.2.
82

5 1 SRC  10.1.1.22:4444
j 10.1.1.22 [DST 82.6.4.2 -80 J '
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